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Use this checklist to ensure that a document management
system meets ISO/IEC 27001 Information Security
Management System (ISMS) requirements.

% 1) Information Security Policy

Is an information security policy documented and approved?

[] Security policy is formally [[] Security policy is approved and
documented communicated

@ 2) Risk Assessment & Risk Treatment

Are information security risks assessed and treated?

[[] Risk assessments are [] Risk treatment measures are
conducted regularly implemented

ﬁ@ 3) Access Control

Does the system restrict access based on defined roles?

[] Role-based access [[] Multi-factor authentication is
controls are enforced enabled
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Are documents and records properly classified?

[] Information assets are
inventoried

[[] Data classification rules are
applied

Is sensitive data encrypted?

[[] Datais encrypted at
rest

[[] Datais encrypted in
transit

Are physical access controls in place?

[] Controlled physical access
is enforced

[[] Surveillance and monitoring are
implemented
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Are operational security procedures defined?

[] System activities are
logged and monitored

[[] Malware protection is
implemented

Are backup and recovery mechanisms implemented?

[] Regular data backups are
performed

[] Disaster recovery procedures
are documented

Is an incident response plan in place?

[[] Incident response procedures
are documented

[[] Notification procedures are
defined
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Are third-party security risks managed?

[] Suppliers are assessed for
security risks

Security requirements are
included in contracts

Are compliance requirements identified and monitored?

[] Legal requirements are
documented

Internal audits are
conducted

Is information security training provided?

[[] Employees receive regular
security training

Data handling procedures are
covered
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Is the ISMS reviewed and improved?

[] Security reviews are
conducted

[[] Corrective actions are
implemented

Is documentation available to demonstrate compliance?

[] 1SO 27001 documentation
is maintained

[[] Compliance reports can be

provided




Ready to ensure your document management system is
HIPAA compliant? Experience the peace of mind that comes
with using Docupile.

Ready to see it in action?
Schedule your demo today! Scan Here

@ 4522 Schlipf Rd, Katy, TX, 77493
QO call: (281) 942-4545
Q) contact@docupile.com
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